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Overview

My Context for Today 

• South Africa 
jurisdiction Co Act 
(S88/S86), JSE Main 
Board listing (para 
3.84), King IV p9 
(tech), p13 
(compliance), POPIA 
(Cond. 7, Security 
Safeg s19-22) 

• Tooling context used 
Microsoft 365 + 
Copilot 
environment.

My Objective 

• Create awareness for 
company secretaries 
with a strategic 
roadmap to harness 
AI effectively in their 
daily operations and 
long-term 
governance.

My Approach

• Unpack the areas in 
which AI will impact 
the Company 
Secretary and then 
show how they 
could look at it 
differently and give 
them examples of 
how it could be done 
more easily.

Other Considerations

• What impact will AI 
have on the business 
itself (e.g. Agentic 
AI)  and how will 
Company Secretary 
have to change to 
the risks that AI 
brings to business 
and your role.

• New King V AI 
(Paragraph 9)



Overview of my approach 
and tools you may need Layers = what AI can improve (Daily 

Operations; Risk & Control; Data & 
Architecture)

Roadmap = how would I sequence it (90 
days → Q2–Q3 → 12 months)

Templates = how we govern & measure 
the journey (Use-case backlog, Risk–
Control matrix, RACI/Policy log, Tool 
scorecard, KPIs)



The AI Adoption 
Journey

Now: Assistive automation (drafting, 
summarisation, action extraction).

Next: Workflow and knowledge 
orchestration.

Later: Judgment-support with strong 
guardrails.



Layer 1: Daily Operations
Board & Committee cycle improvements: AI for pack 
summarisation, duplicate detection.

Meetings & minutes: live transcription, automated 
decision capture.

Controls: citations, redaction, human review.

Expected Benefits: 30-40% faster pack compilation, 
minutes approved in 3-5 days.



Layer 2: Risk & Control

Manage confidentiality, POPIA 
compliance, accuracy, bias, and model 
risk.

Establish use-case inventory, validation 
schedules, and RACI accountability.



Layer 3: Data & Architecture Foundations

Define authoritative repositories, 
taxonomies, and integrate board portals 
with DMS and disclosure systems.

Enforce encryption, DLP, and role-based 
access.



Start to think of an AI Roadmap

Pilot
First 90 Days: Pilot AI-assisted minutes; establish 

action tracker; create disclosure checklist.

Automate
Quarter 2–3: Automate entity management; 

regulatory horizon scanning; policy cross-
referencing.

Build
12 Months: Build integrated board information 
fabric; set KPI dashboard; conduct annual audit 

assurance.



How do I put this together i.e. connecting Layers to Actual 
Template examples

Use-case backlog: links 
daily operations to 

potential AI projects.

Risk-control matrix: 
supports risk & control 

framework.

RACI table: clarifies 
ownership.

Policy change log: 
ensures compliance.

Tool evaluation 
scorecard and KPI 

dashboard: measure 
progress and validate 

tool selection.



AI: Risks • Board Questions • Simple Controls

AI Risks 

• Cheaper AI-native competitors — undercut 
prices, move faster

• Cut out of the value chain — agents 
squeeze middlemen

• Big mistakes at machine speed — errors 
multiply fast

• Leaks of confidential info — trade 
secrets/personal data escape

• Confident but wrong outputs — ‘sounds 
right’ but wrong

• Fraud & impersonation — deepfakes, fake 
invoices, synthetic IDs

• Over-dependence on one vendor/model —
outages or policy changes stop work

• Regulatory breaches —
privacy/consumer/market-abuse violations

• Bias & unfair outcomes — different 
treatment of groups

• Erosion of data moat & IP — scraping, 
careless sharing

• Workforce shock — roles change faster than 
training

• Accountability blur — no clear owner when 
things go wrong

Board Questions

• Where would an AI-native rival hurt us first 
(price/service/distribution)?

• Which decisions will stay human-only (never 
automated)?

• Do high-stakes outputs get human review 
(disclosures, comms, prices)?

• What data is off-limits to AI, and how do we 
prevent leaks?

• How do we spot/stop errors fast (alerts, logs, 
off-switch)?

• If our main AI vendor fails, what’s Plan B 
(second model/manual)?

• How do we test it like an attacker (red team)?
• What skills/training do teams get; how do we 

measure safe adoption?
• Which KPIs prove AI is helping (faster + safer), 

not just busy?

Simple Controls

• Human sign-off for high-risk areas (disclosures, 
big payments, price changes)

• Keep sensitive data inside our tenant; label & 
lock confidential docs

• Use only approved tools; turn off public 
training on our data

• Activity logs + alerts to catch odd behaviour
quickly

• One-page ‘do & don’t’ for staff (what to paste; 
where AI may read)

• Have a second option ready (backup 
model/vendor or manual playbook)

• Quarterly ‘kill-switch’ drill: prove we can stop 
& roll back

• Small pilots in one committee; scale only when 
KPIs & controls are solid



King IV → King V (draft): What Changes for AI Governance
Issue What it means Immediate board action

Status King IV (2016) remains in force; King V public draft (24 Feb 2025) 
introduces explicit AI governance under ‘information governance’.

Adopt an interim alignment plan; schedule board education; monitor 
finalisation timeline.

Scope shift AI moves from a generic ‘Technology & Information’ lens to 
explicit coverage in Information Governance (Principle 9) with AI 
risks called out. Now just over 20 pages !! 

Assign accountability to Risk/Tech Committee; define AI risk 
taxonomy and ownership.

Structure Principles streamlined (17 → 12); clearer integration of risk and 
compliance and stronger emphasis on accountability.

Align committee charters and ERM to reflect the new structure; 
clarify reporting lines.

Board mandate Formal oversight expected at board/committee level with 
planned deep-dives on material AI use cases.

Update charters; approve a 12-month oversight calendar for top AI 
use cases and KPIs.

Capability Directors and ELT require baseline AI literacy; board may need 
independent expertise.

Run annual director training; add an external AI governance advisor; 
update skills matrix.

Controls Policy suite and lifecycle standards required (design → test → 
deploy → monitor → retire); stronger third-party AI terms.

Approve AI policy suite; adopt model risk standards; add AI clauses 
to vendor contracts.

Assurance AI included in combined assurance; independent reviews for 
high-risk models/material use cases.

Map ‘who assures what & when’; pilot one independent model 
review this quarter.

Reporting & law Disclose AI governance and impacts using ‘double materiality’; 
align with POPIA/CPA and sector rules.

Prepare an AI governance disclosure note; legal review of 
data/consent; do not wait for final King V.



Annexure A — Use-Case Backlog (Example)

Use-case Value (1–
5)

Risk (1–5) Data classes Controls (P/D/C) Owner Go/No-Go

Transcript → Minutes (Audit & 
Risk)

5 3 Personal info; 
inside info

P: redaction | D: audit trail | C: 
legal sign-off

CoSec Go

Pack summarisation & de-dup 4 2 Confidential docs P: source-binding | D: reviewer 
checklist

CoSec Go

SENS drafting assistant 
(non-price-sensitive)

4 4 Market comms P: legal gate | D: version diff GC Go (guardrails)

Registers auto-update (CIPC) 3 3 Corporate records P: maker-checker | D: 
exceptions

CoSec Go

Board induction Q&A (curated) 3 2 Internal content P: restricted corpus | D: logs CoSec Go



Annexure B — Risk–Control Matrix (Example)
Risk Prevent Detect Correct Primary owner Evidence Frequency

Confidentiality / insider 
info

Tenant-isolated models; RBAC; 
redaction

Access logs; 
watermarking

IR playbook; revoke 
access

CoSec + CISO IAM & DLP logs Monthly

POPIA breach (s19–s22) Data minimisation; secure 
prompts/outputs

DLP alerts; audits Notify & remediate GC + CISO Breach register Per incident

Hallucination / 
inaccuracy

Source-bound retrieval; 
citations

Reviewer checklist Re-draft from sources CoSec Prompt/output logs Per use

Third-party / model risk DPA; sub-processor 
transparency

Vendor attestations Suspend; remediation GC + Procurement SOC/ISO reports Annual

Records management 
gaps

Classify AI artifacts; retention File-plan review Retro-classify Records Mgr Retention audit Quarterly



Annexure C — RACI (Example)
Activity CoSec GC CIO/CISO Records IA Business

AI in minutes pilot R/A C C C I I

Disclosure checklist rollout R/A R/A C I I C

Model/use-case inventory R C A (controls) I I I

Policy updates (Charter/IG/AI) R R C C I I

Annual assurance C C C C R/A I



Annexure D — Policy Change Log (Example)
Policy Change Rationale Owner Effective date Status

Board Charter Add permitted AI uses + 
human sign-off

Clarify accountability CoSec 2026-01-01 Draft

Disclosure Policy Legal sign-off for 
AI-drafted notices

Manage market-abuse risk GC 2026-01-01 Review

Information 
Governance

Classify prompts/outputs 
as records

Retention & e-discovery Records 2026-01-01 Approved

Supplier/AI Policy No external training; 
sub-processors listed

Data protection Procurement 2026-01-01 Draft



Annexure E — Tool Evaluation Scorecard (Example)
Criterion Weight Vendor A Vendor B Vendor C

Data protection (POPIA/GDPR, residency) 20% 4 5 3

Model isolation (no external training) 15% 5 4 3

Auditability (prompts/outputs/citations) 15% 4 4 4

Integration (M365/Teams/SharePoint) 15% 5 3 4

Records mgmt (retention, export) 10% 4 4 3

Usability (CoSec workflows) 10% 4 3 4

TCO & exit terms 15% 3 4 4



Annexure F — KPI Dashboard (Example)
KPI Target Q1 Q2 Q3 Q4 Status

Agenda → pack 
sign-off (days)

≤ 9 12 9 8 7 Improving

Minutes approved 
(days)

≤ 5 10 6 5 4 Improving

Disclosure defect rate ≤ 1.0% 1.8% 1.0% 0.7% 0.6% On track

Register exceptions 
>30d

0 6 3 1 0 Cleared

Use-cases with 
approvals

≥ 95% 70% 85% 95% 98% On track

Models validated on 
time

100% 0% 50% 100% 100% On track



Thank you 

Ricardo Rosa
Mobile 08 24 90 60 81
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